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Important notice
This material contains confidential information for support purposes. Please handle with care.

Images used in this material are captured in the development environment. The production version may have different images.
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Product Overview
ISS (Integrated Solution for SMB) is a subscription type of RSI (Ricoh Smart Integration) application that includes 5 features:
“authentication”, “printing (secure print)”, “scanning”, “device management”, and “reporting”.
Regions can make their own decision to add or change the combination of applications. Features RCL supports are the
followings only: authentication, secure print, device management, and reporting.
° Authentication
An administrator of ISS can configure the user authentication to MFP with RSI user account on the tenant.
Authentication method can be selected from IC card, user ID, Email address, PIN code, 0365 account, Smart device.
®  Secure print
Location free printing is available by using port monitor for cloud printing. User can obtain print job from any MFP that
is registered to the same tenant as the user.
° Device management
An administrator can manage or check the device information and status of MFPs/IWBs which are registered on the
RSI tenant.
° Reporting
An administrator can output or check the device usage information and status of MFP/IWB registered on the tenant.
The scheduled report can be supported. Please note that the amount of the counter report created by ISS might be

different from the actual invoiced amount.
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Supported Environment

To use ISS, the following environment has to be prepared.

Items Supported environment

Common Settings Please refer to the latest information here.
Site(e.g.DM, Print Common Setting Site - Functional Spec
Site, RSI User <0S>

Management Site) Windows OS 10 or later

<Browser>
Microsoft Edge
Google Chrome (latest version)

Mozilla Firefox (latest version)

Printer Driver Windows OS Windows OS 10 or later
MAC OS Mac0510.13 or later
Chrome OS Chrome OS 89.0.4389.82 or later

tool

Device Registration Windows10 (64bit/32bit)

MFP

The latest information can be found via following portal site.

ISS - Support Models

Important points:

ISS does not work correctly if it co-exists with the following solutions in the same device.

®  Streamline NX (Authentication / Job log collecting function will not work.)

®  Equitrac or third vendors’ solution products

®  MFP device authentications (User code / Basic /Windows / LDAP)

®  Device Manager NX series (Job log collecting function will not work.)

®  Card Authentication Package / Enhanced Locked Print (Authentication will not work.)

®  Ricoh Image Log Capture (Job log collecting function will not work.)

3 |Support Guide In-Confidence Ricoh Company Limited


https://share.dev.smart-integration.ricoh.com/docs/v2/common_pf/ui/general-setting-site/functional-specification/index_common.en.html#common_support_pc
https://rfgricoh.sharepoint.com/:u:/r/sites/ZJS_ISS/SitePages/SupportModel.aspx?csf=1&web=1&e=PkfGZg

RICOH

Document version: v1.2 imagine. chanage.

System Structure

This section will help you to understand the system structure for each function.

®  Authentication

-~ . Manage the authentication information
(? - Response to authentication request

RSI-Cloud

Authentication

RSI-Authentication

Manage the user

Authentication Ul

° Secure Print

L 7
- Store the print job
- Authenticate the user
- Obtain the print job
RSI-Cloud : A o
Manage the Secure Print - Print the Jop Spool the print job
application setting - Delete the job

- Secure Print app E Port Monitor '

. Printer Driver Ul
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Reporting

Reporting Web Ul

- Aggregate the job logs
- Report the job logs
U

_ RSI-Cloud _
- Set the report period Collect the device logs

- Check the created report

Device :
operation

§ RSI-Log transfer :

Administrator

®  Device Management

Device Management Web Ul

Display the device status

~ |

RSI-Cloud

- Manage the device information Co
- Check the device information

llect the device informatipn

RSI-Device RSI-Device
Monitoring Monitorin
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1. Checking the requirements for setup

This section will help you to understand the check points before installation.

Stepl. Check the requirements for setting up ISS in the device.

To execute the installation, the following condition has to be met.

Make sure that every solution product that cannot co-exist with ISS has been uninstalled from the device.
Make sure that the latest firmware has been applied to the device.
Make sure that the user authentication setting is disabled.

Machine Features > System Settings > Administrator Tools > User Authentication Management

& |Machine Administrator @, Adminisoperatingremotely | ? | [CEAN KY

[ Genwat \[ Traypaoer \[_1ime \ o 1 ‘2
| Feor Settias

‘3
ABC | DEF

Select an authen

| 3,! ‘ i " ‘imao User Code Autt
I (7 ‘8 ‘9
J PORS/|  TUV | WxYZ
] aes ‘0 ‘#
; e
€
Clear
| Asplcation Authentication Menigernent { Extended Searity |
2/6 |A hwios || ¥ Next
1 1
Check Status &2 24" A ) Stop Check Status

Make sure that the job log transfer setting is disabled.

Machine Features > System Settings > Administrator Tools > Transfer Log Setting

3 5z & |Machine Administrator %, Deny admin’s operation, tap here |
& |Machine Administrator 3, Denyadmin's operation. taohere || ? | ITCGNN Y
Reset o3
Lx System Settings Reset | (¢ - SC
‘ < N nterface | 'mr ‘Mﬂ;;lsm !\ AB(H DEF
] * s 3 Settings | rarsfer \ e —
- = : & 15 6
o)~ sl o
A
LA mE
Transfer Log Setting Program / Chares / C ‘
Machioe Data B || | ciea Qe
476 | A foios ||V Next |
1 1
[ a ® Stop Check Status (22

®  Make sure that Screen device always-connection Setting is activated.
Login to Screen Service mode and select the Screen Device Settings > Screen device always-connection Settings
& |Service 3, Denyadmin’s operation, taphere & |Service &, Admin is operating remately
¢ Screen Features Settings 4 Screen Device Settings
R A Application Settings
2 Apps Recovery by Authentication Priority
f Backup / Restore Settings
B Language & input Display Apps List Setting
Screen device always—connection Setting
Screen Device Settings Information Intelligent Voice Control
o Screen Device Settings The Stk
Check Status ~ am.  © a~ Check Status
®  Make sure that the IC Card reader is plugged in and necessary settings are correctly set. (If the customer uses IC Card
login method.)
Screen Features > Screen Device Settings > External Interface Software Settings > Proximity Card Reader
6 |Support Guide In-Confidence
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& |Machine Administrator |33, Admin. is operating remately " & |Machine Administrator 5, Admin.is operating remotely

' Screen Features Settings

4 Screen Device Settinas
v unpay

= Storage & USB Recovery by Wireless Connection
Persanal Server Settings
& Security Application Authentication Settings
O (Rl Function Priority
Apelication Display Settings by Function
System
. . . Function Key Settings
Screen Device Settings Information
External Interface Software Settings
o Screen Device Settings

:]S‘_b.f.![s[::q]m - Feb 272020 - /\ﬁ"

(02:54PM
& |Machine Administrator
External Interface Software Settings

Set the software to enable IC cards and smartphones with Bluetooth
to use the machine.

Select IC Card Reader Do not Use

Proximity Card Reader Software  Proximity Card Reader
Settings

NFC Card Reader
Bluetooth Software Settings Do not Use

Feb 27 2000
02:59PM

®  Make sure that the “IC card / Device account” is activated on Common Settings . (If the customer uses Smart Device

Iienam Info
Activating Login Method
Basic Settings
1€ Cart/Davice Account
0O inaati ® s
Lagin Settings. O inactive @) active
Password Policy BiN Code
O astive ® scive
Password Expiration Date Palicy
No. of Digits
] v
Login Method on Device
Generation Method
License Inforrmation List ® ao O user ey

®  Activate the “Bluetooth” and “Bluetooth Software Setting” on Scree feature settings in Device. (If the customer uses

Smart Device Login)

2 5, Admin is operating remately

'b Sereen Features Settings

Software to Use
—

Interface Settings Bluetooth Authentication Plu..

WiFi

Wireless Direct Settings

Bluetooth
Proxy Settings

Port Forwarding to Machine
Feb 02 201

07557

®  Make sure that the connection to Ricoh Smart Integration service can be established via internet.

Step2. Confirm the accounts to use the product.
®  Ricoh Smart Integration tenant is registered.
®  |SS product license is under contract.

®  Ricoh Smart Integration administrator account (ID/Email address/password) is registered in the tenant.
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2. Installation and setup of the embedded application via Cloud Settings
Before start using the ISS product, this section will help you with installation steps. Installation is done by downloading Cloud

Settings from Application Site.

Stepl. The administrator opens Application Site on the MFP and finds the Cloud Settings on the application list (the

wording can be different depending on the region).

& Machine Administrator G . logout | €
& Application Site AdminMenu @ Information
o Al ‘ 1 Search by Category .

. T RSI Control+
\‘/ Scan to Me 9 Recall Job Settings % Setup
Scan documents to email Recall job settings from Setup app for RS Control+
address. previous jobs package

@ O | [

Free Froe ¢
Scan to Server for ¥ .. Shared Folder 2

!@ SharePoint = Print & scantoMe
Scan documents to a Print files in shared folders Scan documents to email
CSharaDnint carvar diracthy from tha MED addrace

Check Status

Step2. The administrator installs the Cloud Settings application to the device.

& |Machine Administrator 3, Admin.s operating remotely P Logout [

. Easy Setup
Developer : Ricon Co. 1td.

* Recommended

"Authentication” and "Accounting Report” will be
provided together. These will improve device
management efficiency and user convenience at the
same time.

Version 07/22/2019

Price Info. : free Install

Check Status ~ Fam° € A [ ) Stop

Step3. The Cloud Settings icons are now added to the Apps menu and SOP home.

5 s J ini [ ) |ER logout | €
2 |Machine Administrator DR RGTRe & |Machine Administrator %,
_-mrm_
SR e | @
Scanner RICOH Smart Integration Cloud Apps

&
Aplication Site Cloud Settings

B2 |
< Quick Print Release Print/Scan (Memory Cloud Settings | Printer (Classio) >
\_/ ) Storage Device) ‘
&
Document Server Application Site @

Check Status

0

Step 4. The administrator runs the Cloud Settings. The tenant login screen is displayed if the device has not been

registered to RSl tenant. Enter the tenant account information and press Install & Setting.
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‘& |Machine Administrator 5, Deny admin.s operation, @ here

& |Machine Administrator 3, Admin.is operating remotely

Failed to log in: Invalid login information or locked account. Please try again or contact your °
administrator.

Activate device to RICOH Smart Integration. _
Please login with an administrator account of the tenant to register. Losin with Email Address

If you do not have a RICOH Smart Intearation account. please contact
your sales representative.

Email Address a@acom

Password sonne
Show password
Check Status 3" L Check Status  3*om” € o o3 5 Stop

& |Machine Administrator 5, Deny admin's operation, taphere | Logout | €
RICOH Smart Integration setup
Install the subscribed is devi
m@?ﬁlﬁwﬁgmﬁn regg:cgi&re-install or unsettings of the application, and delete

Install & Setting

Unsetting

Delete Device Information

Check Status 5w €O 0 Ee ] Stop

Step5. By the administrator following the setup wizard, the necessary setups including application installation and
configuration are executed automatically. After the configuration, the device will be restarted automatically.

& |Machine Administrator G2, Deny admin's operation, taphere

Installing the application..

IRicoh Smart Integration Log Transfer

1
Ricoh Smart Integration Device Monitoring
Cloud Settings !
iRicoh Smart Integration Authentication |

1

I'Ricoh Smart Integration Setup

Check Status__; Check Status [z

*Which RSI applications will be installed depending on the regions and device model (G2.5 device only supported)
The details is refer to following links.

https://rfgricoh.sharepoint.com/:u:/r/sites/ZJS 1SS/SitePages/SupportModel.aspx?csf=1&web=18&e=PkfGZg
END

[Installed ACT (RICOH Always Current Technology) version 2.0 or later]

9 |Support Guide In-Confidence Ricoh Company Limited


https://rfgricoh.sharepoint.com/:u:/r/sites/ZJS_ISS/SitePages/SupportModel.aspx?csf=1&web=1&e=PkfGZg

RICOH

Document version: v1.2 imagine. chanage.

Stepl. The administrator opens Cloud Settings
Settings>Basic Settings When Installing > Installation Settings > Cloud Settings

Logout | L

After you have finished making the settings you require
then press [Set Up Complete].

Q6

Basic Settings Network Settings Cloud Settings
A infemet Conniction i
required to make the settings.

Set Up Complete

2, Admin & (oerating remotely

Preparation Select Country or Region
This device must be registered to use RICOH Smart Integration. Select the country or region for your location.
» Have one of the following types of registration information ready (" cx Enter a part o the name of the country of reaion )
~Tenant 1D, User ID, Passord S ~
EEREI09 Kk MY L (O Uruguay () Venezuela
© Cookies must be enabled to use this service.
US Virgin Islands USA I
Back & Accept cookies Next Back © ® Next
O Canada () Andorra
(3 United Arah Fmirates | ) Afohanistan
I
Step 3. The tenant login screen is displayed if the device has not been registered to RSI tenant. Enter the tenant
account information and press Login to Register Device
S - | = , ¢
Reaister Device to RICOH Smart Integration Register Device to RICOH Smart Integration
Enter the administrator informiation and login
Loy wifth Ermadl Addeess. L

Email Address te€omailrom

¢ B <

Bk Back Device registration has succeeded. Next

Login to Register Device
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Step 4. Select Package to install to the device and confirm install Package

5. Dedw dimin's ooiration Ushere

Select Packages
Select the package(s) to allocate and install to the device
155 demo
- Detalls
Remaining Devices 50050 =
< (OCR Lite Dema )
N Detads
Remaining Devices 43750 -
Back Mext

Step 5. Set the installation schedule.

Installation Schedule

Installation will start at the specified time every day and will take up to 4 hours.
If [Install immediately] is checked it will start after settings are complete.

<Hours Only>

Confirm Instail Packages

The following packageds) and applicationis) will be installed Packages that are
available without being 2llocated will ke be installed. automatically.

-IS5 demo

< 2

Cloud Settings have been completed.

<Flow to start using packages>
~Comelete the Installation Settings
~Firmware checking and update
~Package installation

§ —23+ © 00 q

# Install immediately after the settings are complete
I -

Step6
The necessary setups including application installation and configuration are executed automatically depend on
installation schedule. After the settings completed, the device will be restarted automatically.

& |Machine Administrator G2, Deny admin's operation, taphere

& |Machine Administrator

Installing the application.. Installing the following application has completed.

Ricoh Smart Integration Log Transfer
Ricoh Smart Integration Device Monitoring
Cloud Settings

Ricoh Smart Integration Authentication
Ricoh Smart Integration Setup

Check Status ~ fe o’

Check Status  &sm
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3. Batch installation and setup of the embedded application via Device Registration Tool
Before using the ISS product, this section will help you to understand installation steps. In this scenario butch installation is

covered. For some regions, the Device Registration Tool is not released.

Step 1. The administrator accesses to the Workplace and logs in to his/her PC client.

Please enter your login information.

Email Address

ﬂ Device Management I Information ©
Top

There is nothing to inform you of currently.

=7 Device List
B report List

2 s d Report Lis

@ Aen Notification
l Device Monitoring Operation Guide
No. of Total Units 2 Device Management Report Installation Setting
Stausof MFP 1 F= a FA
P 8]
No. of Error 0 No problems.
Units This manual describes how to This manual describes how to This manual describes how to
There is something wrong in operate device management create reports. register devices to this service.
DUMMY_EN_US You need to register devices to use
No. of Warnil the device status.
ng device management service.
Units Check the details of the device
list Download Device Registration

Tool

Please choose your language.

B4 v
English

Italian

German

Spanish

Dutch

Brazil Portugal

Chinese {Simplified)
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Step4. The administrator selects the region and confirm Cookie Settings

Thank you for using

Device Registration Tool

i T s A B B

Confirmation of Cookie Use
LN J
$8 g T D P LB BRI

To use RICOH Smart Integration, the cookies of the device must be enabled.
When a device is registered/set up with this teol, the device cookies are enabled.

Accept cookies

-

ration Wizard

Step5. If Proxy is used, enter the necessary information for Proxy authentication. Then check the connection setting.

Proxy settings (option) Proxy settings (option)
LN 0@ » » & »
If you are using a proxy, please input the proxy server information

RICOH X .

Checking connection settings

v

Wttings are availabi

T POy
Moo click OK 1o contime

:C Chack cannection )

\': previous b}

) G

Step6. Select whether to add the Cloud Settings icon on SOP home and Specify the schedule when the application update will
executed.

Choud Selings icon

Application update Lime

Fo Aedd Uhe Cloud Fellings boon on Lhve devioe's horme soree

s Uve cpplstion Ui
o hoxnmd Sty 1 Lo 4 ¢

Clowd Settings

;
Step7. Enter the tenant information
. " e Registration Wizard
Device Registration Wizard
RSI authentication infarmation

L]

Please lngin to our user site to let the wizard know which lenant should
the: spacified devices should be registered.

Lagin status: not authorized yet x

Login now

{ previous
L F

S e
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egistration Wizard

RSl authentication information
- &

Please login to our user site to let the wizard know which tenant shauld
the specified devices should be registersd,

Login status: authorized

Login with anather

(_ previous ) naxt

Step8. Specify the device to search.

Device Registration Wizard

( X
| x|
( X
(
(

x|
x|

Step9. Before device Searching, the administrator account and SNMP account on the device have to be configured on

Advanced Setting.

Step10. The device list is displayed. Devices selected in this list will be registered to RSI tenant.

RICOH Device Registration Wizard

Choose Devices to Register and Setup

e oo 0@

Searching devices-
Please wait.

(__previous

A 4
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Stepl1l. The results of device registration and ISS application installation are displayed.

Device Registration Wizard

Choose Devices to Register and Setup
e o0 0 0

The following devices are found
Please choose your device and click “Register & setup” button.

7| | 10502829 P Can7 DM-FTFTe: . o
v o
v ' .
L A Lodate ; eaued

T T—— "
(| previous /]- Register & Setup

Step12. Select the package which apply to the device. After selecting the package, enter the “Register & Setup”.

Device Registration Wizard

Select packages

Register & Setup

o o0 000
Getting the package in

S

seen completed

Register & Setup

Crssing

K
Zjyi~ Please DD NOT CLOSE this window

Previous Regirles & Sulup i ralry ]

The result of batch configuration will be displayed.

Device Registration Wizard

Register & Setup

Register & Setup
Please cick exil

ratry ) it

END
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4. Confirming the result of installation

This section will help you to understand the points to check after installing ISS.

Stepl. Turn on the device. The fellewing RSI authentication legin-screen is displayed depends on the RSI login setting (e.g. IC

Card, Smart Device). . When either login screen

Login: Mail Address

To log in. enter the mail address and password.

Login:IC Card
Hold the IC card over the reader and log in.

Mail Address

Password

SR Language English ADMIN LOGIN =5 anguage English
— i
Check Status  (ee| =) o e Stop Check Status & ar

Step2. Check the installed software.

Screen Features > Software Version List

& |Machine Administrator Logout

Device Settings Information

& |Machine Administrator (G5, Admin is operating remotely G3, Admin. is operating remotely

s ettings
VI
Status
Storage & USB )
Legal information

Software Version List
Security

Language & input

Syster
Screen Device Settings Information
Screen Device Settings

Feb. 27 2020
05:34PM

& |Machine Administrator Logout

Version List Record

D0BQ1498B

Ricoh Smart Integration AuM2a_SiAuth
Ricoh Smart Integratior M2a_SiAgent
Ricoh Smart Integration LoM2a_SiLogTrans
Ricoh Smart Integration SetuiM2a_RSIService

DOBM1476
DOBM14748
DOBM1477
DOBM1478

RicohScanGUIService M2a_SmartScanEx  DOBQ1493 01

Feb. 27 2020
053670 “ o

The following applications can be found in the version list
®  Ricoh Smart Integration Authentication
° Ricoh Smart Integration Device Monitoring
®  Ricoh Smart Integration Log Transfer
° Ricoh Smart Integration Setup

®  (Cloud Settings
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®  Ricoh Smart Integration Automatic Printing*!

*IThijs RSI application will be installed or not depending on the regions and device model (G2.5 device only supported)
Step3. Check the authentication setting.
®  Make sure that the Custom authentication is enabled.

Machine Features > Administrator Tools > User Authentication Management

& |Machine Administrator %, Admin.is operating remotely J 2 logout | € & |Machine Administrator 3, Denyadmin's operation, taphere [ ? logout | €
TP ey — o
General  \| TravPwer \| T \[ iterfwe \[ File \[Admiistator 17|T‘37 a Aathert ; a (T2 (3
Featires \] ;enms Settings Settings ‘ Tvar’ssfa Tools \ ‘ ABC)|__ DEF) SO VTR AL o EE 1 2AB{ | 31;;

*4* g* 767 Select an authentication mathod, then press [OK]. =
s ettt 5 e SRR v rtnencon vt J| (| | o) | [ e co e || s ), o ™
[ Administrator Authentication Management | ‘ 7 | 8 [ 9 (7 (8 |9 |
\ a4 s ABRISHEE || poss) |~ muv) [ Wz PADAP St 3Nt opronmad (Gt S| m]‘ ruv\. wxvz\
31K ammed L3 ramimed M (7 )
\ Nl Gt st |10 ). ot o J [k Mot o | R0 #
— J=0 5:X Not Programmed s T G

Media Slot Use -—J 1

User Aithentication o ‘ cm, S5L setting for encrypted communication can be charged in Prosram / Chenge LDAP Server screen. Tk CQJ

‘Acolication Authentication Mansoarnent Extended Secuity | ivintir kb Authentiation Entire Simele Gimitaticn) | [ Simole (Al |
2/6 |A beios || ¥ Next (¥ Mext |
1 1
Feb. 27 2000 eb. 27 202
Check Status & &ar Check Status & @ ®  Stop

If the Custom Auth. tab is not displayed, change the value of SDK Certification Device to 000001001
Service Mode > System SP > SP5-401-230 Access Control SDK Certification Device

G, Denyadmin's operation, tap here

P Mode(Service) [ Open ALL] [Close ALL [[coPY Window | [ 5P Direct | X-XXX-XXX [Exit ] [ Reset |

5401 W | Access Control Group| COPY : SP-5-401-230 T 2 N ?
Default Doa AL A Access Control

- ault Document ] SOK Certification Device ABC DEF
Authent icaticn Time Page 4 (5 |6

A
Extend Certification Detail 7 GHI 3 KL 9MN0
i Line (7 [G0007001] () [01H)

SOK1 UniquelD i [G0007307] [:RS] s
Ll W L Initial 00000000 (06 % 1[0 m
SOKZ UniquelD T ‘ Ent

SOKZ Certification Method === (C -
Clear 22MPle Copy

SIK3 UniauelD Page
S Certification Method [~
B s« certification Device  {Grow)

Recall/Program/Change Program || [ Interrupt mode | 0
Check Status & 2w A © Stop

] Make sure that Entire is selected for Printer Job Authentication.

& |Machine Administrator G2, Denyadmin's operation, taphere /[ ?
[Reset | (3]
User Authenticaticn Maragement Cancel 3 il | 5 \‘ 37I
Select an authentication method. then press [OK). F g . GE‘
[ User Code uth, || Basic Auth. || Windows Auth. | [Cstomauth. || off | @" JKJ Mm)l
DDA Servers 14X Not Programmed 2:X Not Programmed 7P0P6| ?wvl%xvz'
31X Not Progammed | [4: Not Promrarmed | Floﬁlm

5:X Not Prosrammed |

SSL setting for encrypted communication can be changed in Program / Change LDAP Serves screen.

1/4 U?J
W-rintsr b Authentication I Entire l Simole (Limitation) | [ Simole (AD__|
[ _ext |

Check Status ~ fZa
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®  Make sure that None is selected for Available Function for Copier.

& |Machine Administrator G, 4

User Authentication Management: Cancel K
Select an authentication method. then press [0K].
User Code Auth. || Basic Auth. _ | Windows Autn, | [TGstemAuth | off |
PAvailable Functions
Covier Full ol / Twocolor / Single Color / Black & Whits |
Two-color / Sirale Color / Black & White |
Sirale Color / Black & White |
Bladk & White Ony___[f Nere ]
| A Prevos
(7 Mt

2 logout | €

[ Reset | (R3]

DR
S 4

‘4 HS J6
__GHJL_XLJL_MNO)

) Bl B
PORS) | TUv| wxvz)

il
__JL . ey

‘e

®  Make sure that None is selected for the Available Function for Printer and nothing is selected for Other Functions.

& |Machine Administrator

User Authentication Maragement Comcel oK
Select an authentication method, then eress [CK).
User Code Auth, || Basic Auth. | Windows Auth. |[TGistomAuth. | off |
P Available Functions
Printer Color  Black & White Black & White ]l Nooe l
Other Functions Document Server | Fax Il Scamer |
Bowser | i
A frevios
¥ Next

[ Reset | (%2 |

)2

)2l
EEEES
[T )

Feb. 27 2020

Check Status

e B e
EEED
-
Clear
1

06:56PM

®  Make sure that the all items in Application Authentication Management are enabled.

Machine Features > Application Authentication Management

& |Machine Administrator 5, Admin. is operating remotely ? (S
L& System Settings it | Reset | @
[ General \I Tray Paver Tmer  \[ iterface \[ ile \[Adinistrater ii ” 2 H3 |

Features Settings Settings Settings Transfer Tools ABC)|__ DEF)
et con okt e e |

Advinistrator Authentication Vervoement || (7 “ 8 H 9 |
Proram / Change Administratee fjj SE8S T WKt
Key Counter Maraoernent | 1% ”0 H#mw
{ Media Slot Use | c
| User Authentication Menagement | 7{&
faplication Authenticaticn Menaoerment | | Extended Security |

2/6 [A pwins [[¥ Next
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Check Status

& |Machine Administrator &, IR oot | C
e —— o
Aeplication Authentication Mercoement Cavel oK ‘ it H Z H 37”
Select whether asthentication is on or off fr each wlication and then pres —————
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> Copier [ off ‘7—“8—“9—
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Dérinter [ off ] e
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B Document Server [ on | off | ‘ 7H H Entey
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Check Status

®  Make sure that Sl-Launcher (Ricoh Smart Integration) is available on the SOP home.

| & |Machine Administrator

%

&,

HE O

? Logout | €

.

?

Copy Scanner RICOH Smart Integration Cloud Apps
(N w
[ Quick Print Release Print/Scan (Memory Cloud Settings Printer (Classic)
{ Storage Device)
v
Document Server Application Site
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5. Uninstallation

This section will help you to understand uninstallation steps.

Stepl. The administrator opens Cloud Settings and press Unsetting.

& 'Machine Administrator X M losout | C & |Machine Administrator 3, Denyadmin's operation, tap here Logout
- | - RICOH Smart Integration setup
Q ‘ @ Install th subscribed 20 gn
already been mstalleé!1 You re—mstall or unsettings of the application, and delete
Copy RICOH Sman Inteqrauon Cloud Apps dewce?nformatm has been reg erea

Install & Setting
(N = )

Quick Print Release Print/Scan (Memory Cloud Settings Pnnter (Classic) Unsetting
Storage Device) | |

KA .

Document S cation Si
ksl Bzales B Delete Device nformation
Check Status ~ an  © A £ ®  Stop Check Status 3w o Fol @ Stop

Step2. The application is automatically uninstalled.

2 |Machine Administrator e, Deny admin's operation, aohere & |Machine Administrator Logout

Executing Deleting the following application has completed.

Ricoh Smart Integration Log Transfer
Ricoh Smart Integration Device Monitoring
Ricoh Smart Integration Authentication

Check Status 30 % Check Status MGz

& |Machine Administrator G, Admin Is operating remotely

Device restart may be required when changing the settings. Changing settmgs was successful
Are you sure you want to continue? The evice will resta
the restart does not start, turn the main power off and
then 0N again.

CANCEL

Check Status  'ssom Check Status &

Step4. When the device is started, the user authentication screen does not appear. Login with the device administrator

privilege to run Cloud Settings again. Select the Delete Device Information option on the menu.
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& |Machine Administrator =, IR oot | C & |Machine Administrator G5, Denyadmin's operation, tap here Logout | €
’ RICOH Smart Integration setup
Q (& Iﬁ%m i%ﬂ%ﬁ%ﬁnmﬂ or unsettings of the application. and delete
Copy Scanner RICOH Smart Integration Cloud Apps device information has been registt

< Quick Print Release Prigt/Scan (Memory

torage Device)

A «

Document Server Application Site @

Cloud Settings Printer (Classic) Unsetting

; Install & Setting

Delete Device Information ‘

Check Status  [Ram € A Check Status &g~ © A [ ® Stop

Step5. By pressing Delete Device Information, a confirmation screen is displayed. Continue the process. After the device
information is deleted from the tenant, the tenant login screen is displayed but PLEASE DO NOT login via this screen. Instead,
press the home button to go to the SOP home.

& [Machine Administrator G5, Admin is operating remotely & |Machine Administrator , Deny admin’s operation, tap here

The device information that has been registered on RICOH Smart Activate device to RICOH Smart Integration. .
Intearation and saved in the device, will be deleted. Please login with an administrator account of the tenant to register.

Are you sure you want to delete the device information? .
! ! If you do not have a RICOH Smart Integration account, please contact

your sales representative.

Check Status b Check Status  oism

Step6. Cloud Setting and RSI Setting app are kept in the device in case they are needed for re-installation. If the customer would
like to remove these apps, the device administrator can uninstall them via Application Site. To remove apps, open the

Application Site and presse Admin Menu.

& |Machine Administrator 3, Admin is operating remotely . Logout | €
&y Avplication Site AdminMenu  ©|  Information
| Al | Search by Category
Common Dashboard Easy Setup (Staging
D (for FT test) @ Easy Setup (T2Env) @ Env)
Common Dashboard (for FT test) Easy Setup for T2 environment. Easy Setup for Staging
environment.
O RSO s o
IR Couo settinos @ terint C ke
Description of Easy Setup - Zoo%¥ @F8

Check Status

Step7. The uninstallation is possible via the Application List / Uninstallation option.

20 |Support Guide In-Confidence Ricoh Company Limited



Document version: v1.2

RICOH

imagine. change.

& |Machine Administrator 2, Admin. is operating remately Logout C & |Machine Administrator &,
< Admin Menu < Application List/Uninstallation
Update Apps. | Managed Items @ Cloud Settings
| Aplication List/Uninstallation | Firmware Management
Country/Region/Extension Code Auto Update
Newly Arrived Update Notice Terms of Service

RICOH Always Current Technology

Check Status (.52

Llogout | €

Uninstall

& |Machine Administrator &,

Do you want to uninstall Cloud Settings?

be deleted.

Check Status

Logout C

If this application is uninstalled, all the setting items within itwill also

Uninstall

Deleting the following application has completed.

Cloud Settings
Ricoh Smart Integration Setup

Check Status
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[Installed ACT (RICOH Always Current Technology) version 2.0 or later]

Stepl. The administrator opens Cloud Settings and press “Allocate/Deallocate Packages”.

|, Admin.isoperatngremotely | (
& Machine Administrator J 7 Logout s
Cloud Settings Close
-\ @
Copy RICOH Smart Integration Cloud Apps Allocate/Deallocate Packages

< ﬂ - Q > Deallocate All Packages
Quick Print Release Pnnt/Scan (Memory Printer (Classic)
torage Device)

KR «

Document Server Application Site % Unregister Device

Packages Used in the Past

Check Status i aar € A o ®  Stop Check Status  77%,%'" A e Q@ Stop

Step2. Remove the check from the package to be deallocated, and then press [Next] .

Select Packages
Selectthe package(s)to allocate and install to the device. Cloud Settings have been completed.
1SS demo .
- Detalls <Flow to start using packages>
Remainine Devoes 3150 ~Complete the Installation Settings
OCR Lite Demo —Firmware checking and update
. Detals ~Package installation runinstallation
Remaning Devices:49/50 -

Back Next

U ﬂ) ]

Step3. Set the schedule at which to uninstall the package.

%, Denyadmin’s operation, tap here [8
Installatlon Schedule
Installation will start at the specified time every day and will take up to 4 hours. Cloud Settings have been completed
If [Install immediately] is checked it will start after settings are complete.
<Hours Only> <Flow to start using packages>
0 0 ~Complete the Installation Settings

23 : ~Firmiware checking and update
H TS ~Package installation
-+
Back

# Install immediately after the settings are complete

20203118
1512 ¢

& |Machine Administrator 5, Deny admin.s operation, ae here

Executing Deleting the following application has completed.

Ricoh Smart Integration Log Transfer
Ricoh Smart Integration Device Monitoring
Ricoh Smart Integration Authentication

Check Status  (3i0 < Check Status — oefsm
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Step5. When the necessary settings are deleted, the following pop-up is displayed. The device will restart automatically.

& |Machine Administrator 3, Admin. is operating remotely 4 & |Machine Administrator

Device restart may be required when changing the settings. Chan ing settlngs was successful
Are you sure you want to continue? T e evice will res
the restart does not start, turn the main power off and
then 0N again.

CANCEL

Check Status ™ Check Status

Step6. When the device is started, the user authentication screen does not appear. Login with the device administrator

privilege to run Cloud Settings again. Select the Unregister Device option on the menu.

& |Machine Administrator &, IR Logout | C G5, Admin.is operating remotely ) C
Cloud Settings Close
© a
Copy Scanner RICOH Smart Integration Cloud Apps

Allocate/Deallocate Packages

% Q
< ﬂ 4 4 > Deallocate All Packages
| Quick Print Release Pr?mﬁz\%mw Printer (Classic)
: ‘ Packages Used in the Past
]

Document Server Application Site E Unregister Device

Check Status ~ Waam. @~ Check Status ~ 142,"" A [ ©  Stop

Step7. By pressing Delete Device Information, a confirmation screen is displayed. Continue the process. After the device

information is deleted from the tenant

5, Deny admin's operation. tap here

0 The device will be unregistered.

Uninstall Packages List
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Step8. Cloud Setting and RSI Setting app are kept in the device in case they are needed for re-installation. If the customer would
like to remove these apps, the device administrator can uninstall them via Application Site. To remove apps, open the

Application Site and press Admin Menu.

& |Machine Administrator 3, Admin is operating remotely . Logout | €
&y Avplication Site AdminMen ©]  information
| All ] Search by Category
Common Dashboard Easy Setup (Staging
D (for FT tesH @ Easy Setup (T2 Env) @ Env)
Common Dashboard (for FT test) Easy Setup for T2 environment. Easy Setup for Staging
environment.
O RSO st o
I Cloud stings @ trprint @ er
‘Descriution of Easy Setup - Zoo%¥ @F8

Check Status &>

Step9. The uninstallation is possible via the Application List / Uninstallation option.

& |Machine Administrator G5, Admin is operating remotely P logout | € & |Machine Administrator [ . logout | €
< Admin Menu < Application List/Uninstallation
Update Apps. 1 Managed ltems | @ Cloud Settings Uninstall
| Aplication List/Uninstallation Firmware Management
Country/Region/Extension Code Auto Update
Newly Arrived Update Notice Terms of Service

RICOH Always Current Technology

Check Status &0 Check Status  &m -~  ©

& |Machine Administrator =, P Logout C
—
Do you want to uninstall Cloud Settings? Deleting the following application has completed.
If this application is uninstalled, all the setting items within itwill also
be deleted. Cloud Settinas

Ricoh Smart Integration Setup

Check Status

Check Status ~ f2x
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